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Abstract. The most common form of computers today is the hand held
form and specially smart phones and tablets. The platform for the major-
ity of smart phones is the Android operating system. Therefore analyzing
and verifying the Android applications become an issue of extreme impor-
tance. However classical techniques of static analysis are not applicable
directly to Android applications. This is so because typically Android
applications are developed using Java code that is translated into Java
bytecode and executed using Dalvik virtual machine. Also developing
new techniques for static analysis of Android applications is an involved
problem due to many facts such as the concept of gestures used in Android
interaction with users.
One of the main tools of analyzing and verifying programs is types sys-
tems [11]. This paper presents a new type system, AndroidT , which is
specific to Android applications. The proposed type system ensures the
absence of errors like ”method is undefined”. Also the type system is ap-
plicable to check the soundness of static alanyses of Android applications.
Keywords: Android applications; Type systems; Android Activities;
Android Applications analysis; Typed Programming Languages; An-
droidT ; AndroidP.

1 Introduction

The growing highest percentage of today’s number of computers comes from
hand held devices; tablets and smart phones. The most common operating sys-
tems for these computers is Android. For hand held devices, several properties
of Android OS have led it to become the main platform [26]. The number of
produced hand held computers in 2015 exceeded billion devices. This number is
much more than the number of produced iOS-MacOS-Windows machines [2, 4,
33]. The nature of computing has greatly been affected, developed, and changed
due to the great dominance of tablets and smart phones. The widespread also of
these devices made their security, accuracy, reliability important issues for both
developers and users. Software engineering is the branch of computer science
that is most responsible for taking care of these issues by producing a variety of
tools for verifying, analyzing, optimizing, and correcting Android applications.



n ∈ N.
l ∈ L = The set of all memory locations.
v ∈ V = L ∪ Integers.
δ ∈ ∆ = The set of all labels of program points.
f ∈ F = The set of all names of class fields.
m ∈Me = The set of all method names.
c ∈ C = The set of all class names.
app ∈ A = The set of all application names.

t ∈ types ::= {int, Boolean, ref t, double} ∪ C ∪ array t.
in ∈ Instructions ::= nop | const i, v | move i, j | goto δ | new-array i, j, t |

array-length i, j | aget i, j, k | aput i, j, k | new-instance i, c |
iget i, j, f | iput i, j, f | invoke-direct i1, . . . , in,method m |
neg-int i, j | add i, j, k | if-eq i, j, k | if-eqz i, j | move-result i |
return-void | return i.

mc ∈Macros ::= SetContentView xml | findViewById i, j |
startActivityForResut A | setResult i | finish.

com ∈ Commands ::= in | mc | skip | Label δ | com1; com2.

M ∈Methods ::= (method m, c, t, t∗, com).

F ∈ Fields ::= (field f , c, t).
C ∈ Classes ::= class c ▹ AppCompatActivity

{app; (field, root, c, int); (field, result, c, int);
(field, finished, c,Boolean); F∗; M∗}.

App ∈ Applications ::= (Application app,C∗).

Fig. 1. AndroidP: A Model for Android Applications.

More precisely, techniques and strategies of static analyses are the main tools to
approach, take care, and treat these issues. However existing techniques of static
and dynamic analyses do not fit well for studying Android applications [32, 29,
20, 22]. This is so as Android applications are developed mainly using Java
which gets translated into Dalvik bytecode [33, 26].

There are many challengers concerning the analysis of Android applications.
The capabilities of hardware are increasing (memory capacity and processor
speed). This results in better ability to produce complex and advanced Android
applications. This of course results in more difficulty in studying these applica-
tions. The concepts of event-driven and framework-based of Android platform
contributes to the difficulty of studding Android applications. In Android ap-
plications, gestures (such as swipe and click) are main tools of the user to use the



applications [15, 5]. The Android applications are responsible for capturing user
gestures and act accordingly. This includes recognizing accurate parameters like
screen pixel and event type. The interaction between users and applications re-
quires executing macros methods which are part of the Android framework.
Taking care of these issues and details in a precise way makes it difficult to pro-
duce an efficient and accurate static analysis [12] for Android applications [33,
26].

In this paper, we present AndroidT , a simple type system [30, 7, 18] for An-
droid applications (considering activity composition). Our proposed type sys-
tem AndroidT ensures that the Android applications that are typeable in the type
systems do not cause method is undefined errors. The proposed type system
treats macros that are executed during interaction with users via gestures. The
problem of developing such type systems is involved due to the fact that macro
instructions related to the life cycle of Android activities have to be considered
by the type system. Also the fact that the composition of many activities in
different states of execution is allowed in Android applications complicates the
development of a type system for Android applications. A key idea in develop-
ing the type system is to let the typing environment composed of two parts; one
part reports types of registers and memory locations and the other part links
current activities with memory locations.

There are many applications to type type system developed in this paper.
Besides that the type system guarantees the absence of specific errors, the type
system can be used as a verification tool for Android applications. The type
system can be used to ensure the convenience of any modifications done to An-
droid applications by techniques of program analysis [25, 9, 31, 24]. Although
the proposed type system is simple, it is powerful enough as it is designed
on a rich model of Android programming, AndroidP, that include main Dalvik
bytecode operations. For example the array-operations are included in our pro-
gramming model and considered in our type system. Another advantage of
the proposed type system is that the used set of types is rich and specific to
Android applications. For example the type ”reference to view” refv is defined
and used in the type system to capture types of registers hosting addresses of
views composing Android activities.

Motivation The work in this paper is motivated by the need to a type system
that

– is specific to Android applications and macro instructions related to the life
cycle of Android activities,

– ensures the absence of errors like ”method is undefined”, and
– is applicable to check the soundness of static alanyses of Android applica-

tions.

Paper Outline

The rest of the paper is organized as follows. Section 2 presents the langauge
model, AndroidP, used to develop the type system. The detailed type system,



AndroidT , is presented in section 3. Section 4 presents a review to the most
related up-to-date work. The paper is concluded in Section 5.

2 Langauge Model

Figure 1 presents the syntax of our programming model, AndroidP, for Android
applications. The model has a rich set of types including integers, Boolean
values, double numbers, classes, and arrays. The model uses a set of 19 Dalvik
instructions. These inductions were selected carefully out of the full set which
includes more than 200 instructions. The other main component in AndroidP is
a set of macros instructions [14, 1, 27].

The selection of Dalvik instructions and macros instructions in AndroidP
was made to cover main functionalities of Dalivk bytecode in a simple way. The
macros included in the syntax are those used in almost all Android applications
and that controls the application execution. Therefore the instructions are ex-
pected to be the focus of most analysis techniques of Android applications. This
will help our semantics to serve these techniques by proving a mathematical
background to the analysis techniques.

The set of commands in AndroidP is a sequence of instructions and macros.
Every method has the form (method m, c, t, t∗, com) where

– m is the method name,
– c is the class owns the method,
– t is the return type of the method,
– t∗ is the sequence of type for method arguments, and
– textitcom is the body of the method.

Each class filed in AndroidP has the syntax (field f , c, t) where c denotes the
class having the field, f denotes the field name, and t denotes type of the field.
Android classes in AndroidP are extensions of AppCompatActivity and hence
have the following components:

– c denotes the class name,
– app denotes the name of the application having the class,
– A special field root of type integer to record the address of view file of the

activity having the class,
– A special field result of type integer to keep the result of the executing an

object (activity) of the class,
– A special field finished of type Boolean to inform if an object (activity) of the

class is done,
– F∗ denotes a sequence of more fields, and
– M∗ denotes a sequence of method structures.

Finally an application in AndroidP has the form (Application app,C∗) which in-
cludes a name app and a sequence of classes C∗.

Our model can be realized as a combination model of the models used in [14,
1, 27] to overcome disadvantages in the related models. The idea of adapting



n ∈ integers

Π, Γ : n ⊢ int

l ∈ L ∧ l points to value of type τ

Π, Γ : l ⊢ ref τ
(1)

{i 7→ τ} ⊆ Γ

Π, Γ : i ⊢ τ

{l 7→ τ} ⊆ Γ

Π, Γ : l ⊢ τ
(2)

Π, Γ : nop ⊢ OK (3)

Π, Γ : v ⊢ τ

Π, Γ : const i, v ⊢ τ
(4)

Π, Γ : j ⊢ τ

Π, Γ : move i, j ⊢ τ
(5)

Π, Γ : goto δ ⊢ OK (6)

Π, Γ : i ⊢ ref array τ Π, Γ : j ⊢ int

Π, Γ : new-array i, j, τ ⊢ ref array τ
(7)

Π, Γ : i ⊢ int Π, Γ : j ⊢ ref array t

Π, Γ : array-length i, j ⊢ int
(8)

Π, Γ : i ⊢ τ Π, Γ : j ⊢ ref array τ Π, Γ : k ⊢ int

Π, Γ : aget i, j, k ⊢ τ
(9)

Π, Γ : i ⊢ τ Π, Γ : j ⊢ ref array τ Π, Γ : k ⊢ int

Π, Γ : aput i, j, k ⊢ τ
(10)

class-size(c) = n Π, Γ : i ⊢ ref c
{{l, l + 1, . . . , l + n − 1} 7→ fields(c)} ⊆ Γ
(c, l) ∈ Π

Π, Γ : new-instance i, c ⊢ ref c

(11)

Π, Γ : i ⊢ τ Π, Γ : j ⊢ ref c type(c, f ) = τ

Π, Γ : iget i, j, f ⊢ τ
(12)

Π, Γ : i ⊢ τ Π, Γ : j ⊢ ref c type(c, f ) = τ

Π, Γ : iput i, j, f ⊢ τ
(13)

Fig. 2. Inference Rules of the Type system AndroidT (Set 1).



the set of macro instructions and the three special fields of classes was followed
from [27]. We believe the langauge model in [27] is very simple while that in [14,
1] is very complex and our model is moderate; in between the two models. We
use the same model AndroidP to develop an operational semantics for Android
application in [10].

3 Type systems

This section presents a new type system, AndroidT , for AndroidP. The type
system AndroidT is meant to guarantee the soundness of types in Android
applications; guaranteeing the absence of dynamic type-errors such as method-
not-found and field-not-found. For AndroidP, our proposed type system also
supports typing macro instruction related to activity state methods like onCreate
and onDestroy.

Definition 1 introduces the typing judgments and their components of An-
droidT .

Definition 1. – The set of judgment types, T , used in the typing judgments are
the set of types defined in the langauge syntax AndroidP plus view-reference type
(refv), the file-reference type (ref f ), the void type, and the method types:

τ ∈ T = types ∪ {refv, ref f , void, (τ1, . . . , τn)→ τ}.

– A type environment, Γ, is a partial map from L∪ R to types.
– A class environment,Π, is a stack of pairs of activity classes and memory locations.
– A type judgement for e ∈ {commands, Methods, Fields, Classes}, has one of the

following forms:
Π, Γ : e ⊢ τ Π, Γ : e ⊢ OK.

Definition 2 introduces the sub-typing relation defined on the set T .

Definition 2. We let b denotes the least reflexive transitive closure of ⊑ on the set
types where:

1. Boolean ⊑ int ⊑ double.
2. ∀τ ∈ T . τ ⊑ τ.
3. ∀τ, τ′ ∈ T . τ ⊑ τ′ ⇒ arrary t ⊑ arrary t′.
4. ∀τ, τ′ ∈ types. τ ⊑ τ′ ⇒ ref τ ⊑ ref τ′.
5. ∀{τ1, . . . , τn, τ, τ′1, . . . , τ

′
n, τ
′} ⊆ types. (∀i. τi ⊑ τ′i ) ∧ τ ⊑ τ′ ⇒ (τ1, . . . , τn →

τ) ⊑ (τ′1, . . . , τ
′
n → τ′).

6. ∀c ∈ C. c ⊑ AppCompatActivity.

Definition 2 guarantees the sub-typing relationship is defined conveniently
over arrays types, references types, and methods types. The definition also
makes it explicit that all activities (as defined classes) in Android applications
are extensions for the class AppCompatActivity. The proof of Lemma 1 is straight-
forward. However it is important for the sub-typing relationship to be a partial
order.



Π, Γ : com ⊢ τ

Π, Γ : method m, c, t, t1, . . . , tn, com ⊢ τ
(14)

Π, {i1 7→ t1, . . . in 7→, tn} : (method m, c, t, t1, . . . , tn, com) ⊢ τ
∀ j. Π, Γ : i j ⊢ τi

Π, Γ : invoke-direct i1, . . . , in,method m ⊢ τ
(15)

Π, Γ : i ⊢ int Π, Γ : j ⊢ int

Π, Γ : neg-int i, j ⊢ int
(16)

Π, Γ : i ⊢ double Π, Γ : j ⊢ double

Π, Γ : neg-int i, j ⊢ double
(17)

Π, Γ : i ⊢ int Π, Γ : j ⊢ int Π, Γ : k ⊢ int

Π, Γ : add i, j, k ⊢ int
(18)

Π, Γ : i ⊢ double Π, Γ : j ⊢ int Π, Γ : k ⊢ double
Or Π, Γ : i ⊢ int Π, Γ : j ⊢ double Π, Γ : k ⊢ double

Π, Γ : add i, j, k ⊢ double
(19)

Π, Γ : i ⊢ τ1 Π, Γ : j ⊢ τ2

Π, Γ : if-eq i, j, k ⊢ OK
(20)

Π, Γ : i ⊢ int

Π, Γ : if-eqz i, j ⊢ OK
(21)

Π, Γ : i ⊢ τ Π, Γ : MVal ⊢ τ

Π, Γ : move-result i ⊢ τ
(22)

Π, Γ : return-void ⊢ void (23)

Π, Γ : i ⊢ τ Π, Γ : MVal ⊢ τ

Π, Γ : return i ⊢ τ
(24)

Fig. 3. Inference Rules of the Type system AndroidT (Set 2).

Lemma 1. The binary relation b is a partial order.

Figure 2 presents the first set of inference rules of the proposed type sys-
tem AndroidT , for AndroidP. This figure presents the typing rules for Dalvik
bytecdoe inductions. Rule 7 presents the inference rule for the instruction
new-array i, j, τ that establishes a new array of type τ and of length j and re-
turns the address of the array to the register i. Therefore the rule requires i to be
of type ref τ, and j to be of type int. In this case, the rule infers that the instruction
is to type ref τ.



Example 1 Rule 25 provides an example for applying Rule 7.

{(A, lA) :: (B, lB) :: (C, lC)}, {i 7→ ref int, j 7→ int, l 7→ ref c, lC 7→ double, lC + 1 7→ double}
: i ⊢ ref int
{(A, lA) :: (B, lB) :: (C, lC)}, {i 7→ ref int, j 7→ int, l 7→ ref c, lC 7→ double, lC + 1 7→ double}
: j ⊢ int

{(A, lA) :: (B, lB) :: (C, lC)}, {i 7→ ref int, j 7→ int, l 7→ ref c, lC 7→ double, lC + 1 7→ double} :
new-array i, j, int ⊢ ref int

(25)

Rule 11 formulates the typing rule for the instruction new-instance i, c which
establishes a new object of the class c and returns the address of the object to
the register i. The rule first calls the function class-size that calculates the size, n,
of the class in memory unites (bytes). The rule then assumes that the address
of the object is l from the environment (c, l) ∈ Π. The rules also requires that
according to the environment Γ the memory locations to have the same types
as the class fields; {{l, l + 1, . . . , l + n − 1} 7→ fields(c)} ⊆ Γ.

Example 2 Inference rule 26 presents an example of the application of Rule 11. We
assume that the class c is of size 2. The fields of the calls are of type double.

class-size(c) = 2
{(A, lA) :: (B, lB) :: (C, lC)}, {i 7→ ref int, j 7→ int, l 7→ ref c, lC 7→ double, lC + 1 7→ double}
: k ⊢ ref c
{{lC 7→ double, lC + 1 7→ double} ⊆ Γ
(C, lC) ∈ {(A, lA) :: (B, lB) :: (C, lC)}
{(A, lA) :: (B, lB) :: (C, lC)}, {i 7→ ref int, j 7→ int, l 7→ ref c, lC 7→ double, lC + 1 7→ double} :
new-instance k, c ⊢ ref c

(26)

Figure 3 presents the second set of inference rules of the proposed type sys-
tem AndroidT , for AndroidP. Rule 20 presents the typing rule for the instruction
if-eq i, j, k which checks if the registers i and j are equal. If this is the case, then
the control goes to location k. The rule requires that i and j are just typeable. If
so then the instruction is OK.

Example 3 Inference rule 34 presents an example of the application of Rule 20.

{(A, lA) :: (B, lB) :: (C, lC)}, {i 7→ ref int, j 7→ int, l 7→ ref c, lC 7→ double, lC + 1 7→ double}
: i ⊢ ref int
{(A, lA) :: (B, lB) :: (C, lC)}, {i 7→ ref int, j 7→ int, l 7→ ref c, lC 7→ double, lC + 1 7→ double}
: j ⊢ int

{(A, lA) :: (B, lB) :: (C, lC)}, {i 7→ ref int, j 7→ int, l 7→ ref c, lC 7→ double, lC + 1 7→ double} :
if-eq i, j, k ⊢ OK

(34)

Figure 4 presents the third set of inference rules of the proposed type sys-
tem AndroidT , for AndroidP. Rule 30 introduces the typing rule for the macro
instruction setResulti that sets the content of the register i into the field Result



Π, Γ : l ⊢ ref c filed-order(c, root) = m
Π, Γ : l +m ⊢ ref f Π = (c, l) :: Π′

(c, l) :: Π, Γ : SetContentView xml ⊢ ref f

(27)

Π, Γ : l ⊢ ref c filed-order(c, root) = m
Π, Γ : l +m ⊢ ref f Π = (c, l) :: Π′

Π, Γ : i ⊢ refv Π, Γ : j ⊢ int

Π, Γ : findViewById i, j ⊢ refv

(28)

Π, Γ : new-instance i,A ⊢ ref A

Π, Γ : startActivityForResut A ⊢ ref A
(29)

Π, Γ : l ⊢ ref c filed-order(c, result) = m
Π, Γ : l +m ⊢ τ Π, Γ : i ⊢ τ Π = (c, l) :: Π′

Π, Γ : setResult i ⊢ τ
(30)

class-size(c) = n Γ′ = Γ \ {l, l + 1, . . . l + n}
Π, Γ : l ⊢ ref c filed-order(c, finish) = m
Π, Γ : l +m ⊢ Boolean Π = (c, l) :: Π′

Π′, Γ′ : finish ⊢ OK

(31)

Π, Γ : com1 ⊢ τ1 Π, Γ : com2 ⊢ τ2

Or Π, Γ : com1 ⊢ OK Π, Γ : com2 ⊢ τ2

Π, Γ : com1 ⊢ τ1 Π, Γ : com2 ⊢ OK
Π, Γ : com1 ⊢ OK Π, Γ : com2 ⊢ OK

Π, Γ : com1; com2 ⊢ OK

(32)

Π, Γ : Label δ ⊢ OK (33)

Fig. 4. Inference Rules of the Type system AndroidT (Set 3).

of the currently active object known from the first element of the environment
Π;Π = (c, l) :: Π′. The rule calls the method field-order to determine the order of
the field, m, Result in the class c; filed-order(c, result) = m. The rule also requires
the register i and the location l +m to have equal type τ. If this is the case, then
the rule concludes that the type of the instruction is τ.

Figure 5 presents the fourth set of inference rules of the proposed type system
AndroidT , for AndroidP. Rule 37 says that assigning a type to a command in
an environment, Π′, Γ′ : com ⊢ τ, guarantees assigning the same type to the
command in a bigger environment.



Π, Γ : com ⊢ τ

Π, Γ : com ⊢ OK
(35)

Π, Γ : com ⊢ τ′ τ′ b τ

Π, Γ : com ⊢ τ
(36)

Π′ ⊆ Π Γ′ ⊆ Γ Π′, Γ′ : com ⊢ τ

Π, Γ : com ⊢ τ
(37)

c ∈ C

Π, Γ : c ⊢ AppCompatActivity
(38)

c ∈ C Π, Γ : i ⊢ ref c

Π, Γ : i ⊢ ref AppCompatActivity
(39)

c ∈ C Π, Γ : l ⊢ ref c

Π, Γ : l ⊢ ref AppCompatActivity
(40)

Fig. 5. Inference Rules of the Type system AndroidT (Set 4).

Example 4 Inference rule 41 presents an example of the application of Rule 32 on
results of Example 1 and Example 3.

{(A, lA) :: (B, lB) :: (C, lC)}, {i 7→ ref int, j 7→ int, l 7→ ref c, lC 7→ double, lC + 1 7→ double} :
new-array i, j, int ⊢ ref int
{(A, lA) :: (B, lB) :: (C, lC)}, {i 7→ ref int, j 7→ int, l 7→ ref c, lC 7→ double, lC + 1 7→ double} :
if-eq i, j, k ⊢ OK

{(A, lA) :: (B, lB) :: (C, lC)}, {i 7→ ref int, j 7→ int, l 7→ ref c, lC 7→ double, lC + 1 7→ double} :
new-array i, j, int; if-eq i, j, k ⊢ OK

(41)

It is not hard (using structure induction) to prove the following fact about
the type system AndroidT .

Theorem 1. Every well-structured command of AndroidP is typeable in AndroidT .

4 Literature Review

The focus of a big program-analysis audience has been attracted by the com-
mon use of Android mobile devices. Methods such as dynamic monitoring,
information-flow analysis, modifying the Android system have been applied
to reveal, study, fix essential problems and subtle structure flaws of Android
applications [6].

Type systems have been used as one of the main tools to study programs in
general and Android programs in particular. There are a variety of analyses and
studies that can be carried out for Android applications using type systems [26,



13, 23]. Security of Android programs is a famous example of an issue that can
be analyzed using type systems [19, 6, 28, 17, 16].

In [19] for Android applications, a security type system was presented to
achieve the analysis of static data-flow. This analysis has the direct application of
revealing privacy leaks. The idea of the analysis is to check the code of Android
applications against privacy protocol using the type system [19].

In [6], concepts of type systems were utilized to analyze Android applica-
tions. The Android API for inter-component communication was reasoned for
using a theoretical calculus. This paper also presented a type system to stop
privilege. The idea in this paper is that well-typed components of applications
are guaranteed to be attacks-protected. This work was implemented to produce
a type checker, Lintent [6].

A technique, Dare, for covering Android applications into Java classes was
presented in [26]. The conversion included the introduction of a new intermedi-
ate form for Applications. The concept of typing inference was also utilized in
this paper in the form of solving strong constraints. A few number of inference
rules was used to convert the full set of DVM opcodes (more than 200) [3]. This
paper provides a way to treat unverifiable Dalvik bytecode [26].

In [28], it is claimed that application-centric rather than resource-centric
models of permissions for resources (like GPS, camera, and Internet connection)
in Android applications would better serve both users and developers. For
example a permission for the use of camera has to be application justified (for
paper scanning for example) and another permission for the Internet access can
be granted but for downloading from a specific server for example. It was also
claimed in [28] that Android is already equipped with required mechanisms to
adapt a precise and efficient structures of policies that are application-centric .

Proved sound against the concept of non-interference, a type system for
DEX bytecode, an operational semantics for Dalvik VM were introduced in [13].
The aim of this work was to verify characteristics of non-interference for DEX
bytecode. Moreover this paper introduced an abstract conversion (that is non-
interference preserving) of Java bytecode into DEX bytecode.

In [17] it is claimed that although the already paid high cost in applying
the process of application approval, some mobile application stores let malware
sneaks to our mobile devices. It is obvious that application stores must adapt
strong mechanisms guarantee the genuineness (not malicious) of their applica-
tions. In [17], a verification technique for achieving this task is presented.

Targeting Android applications, a type system for taint analysis was intro-
duced in [16]. The type system, DFlow, is classified as data-flow and context-
sensitive. This type system was associated with an analysis, DroidInfer, for type
inference. The direct application of the type system and its analysis is to reveal
privacy leaks. Also in [16] methods for treating Android characteristics such
as inter-component communication, macros, and many entry program points
were presented. DFlow and its analysis also are quipped with methods to report
errors using CFL-reachability.



In [21], it was noted that methods that control access to private information
such as location and contacts in mobile applications are not strong enough.
In this paper, declassification policies, that control the reveal of private infor-
mation by the interaction of users with constrains of mobile applications, were
presented. Relying on appropriate event sequences in the application execution,
the policies were independently formalized from the application implementa-
tion details.

In [8] a new programming langauge was introduced to facilitate expressing
Android local policies and Android Inter-Process Communication logic. This
can be realized as a try to effectively and efficiently formalize the application and
verification of policies. The syntax of the proposed langauge is equipped with a
scope operator used to force the application of local policies to specific parts of
the code. Such techniques is also applicable to web services and object-oriented
programming [8].

5 Conclusion

This paper presented a type system, AndroidT , for Android applications. The
type system was developed using a rich model for Android programming,
AndroidP. The model includes a completed set of Dalvik instructions and a set
of important android macros instructions. The type system AndroidT can be
used to prove that an Android application if free of type errors such as ”method
is undefined”. The type system can also be used to prove the adequacy and
correctness of new techniques of program analysis for Android applications.
The set of types used in the type system is rich enough to host types such as
reference to view which is the main component of activity which is the main
component of Android applications.
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