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Abstract. With the rapid growth of Cloud services, many Cloud Service Providers (CSPs) 

offer similar service functionalities. Hence, guaranteeing the available CSPs having a trust degree 

would increase the performance of the cloud environment.   Therefore, selecting the trusted CSP 

whose services satisfy the Cloud Service Consumers' (CSC) requirements becomes a challenge. 

According to the work in this paper, a ranking model for CSPs has been introduced based on a 

combination of the trust degree for each CSP and the similarity degree between the CSPs' param-

eters and the CSCs' requested parameters. The proposed model consists of four phases; Filtrating, 

Trusting, Similarity, and Ranking. In the Filtrating phase, the existing CSPs in the system will 

be filtered based on their parameters. The CSPs trust values are calculated in the Trusting phase. 

Then, the similarity between CSCs' requirements and CSPs' services is calculated. Finally, the 

ranking of CSPs will be performed.  To evaluate the performance of the proposed CSPs Ranking 

model, a comparative study has been done among the proposed CSP Ranking model and the most 

up to date four models using two QoS case studies and Armor data set. According to the com-

parative results, it is found that the proposed CSPs Ranking model outperforms the existing mod-

els with respect to execution time, time complexity and precision of the system.  
Keywords: Cloud Service Provider, Cloud Service Consumers' Request, Ranking, 

Trust, Similarity, Fuzzy Controller, Dynamic Adaptive Particle Swarm Optimization. 

1 Introduction 

          Nowadays, Cloud Computing is considered one of the most challenging 

emerging technologies [1] [2].  It provides a pool of IT computing services (i.e. CPU, 

Networks, Storage, and applications) that offers a range of dynamic, elastic, and on-

demand services to the Consumer on the basis of usages under “pay-as-you-go” pricing 

model [3]. These opportunities offer many advantages such as reducing the cost of the 

resources' scalability, self-service, location independence and rapid deployment [4]. 

The main feature of the Cloud Computing is that self-service provisioning is provided, 

which allows the users to deploy their own sets of computing resources [5]. The core 

of providing the required services in the Cloud is on-demand manner, where the Cloud 

Service Consumers (CSCs) request specific services (e.g. computation, storage, 

memory, etc...) from the Cloud Service Provider (CSP). The CSP must provide the 

service(s) that satisfies the CSCs' requests in terms of its Quality of Service (QoS) [6]. 

On the other hand, there are many CSPs offer the same service(s) with different param-

eters [7]. Therefore, selecting the proper CSP to provide the requested service(s) has 

recently attracted considerable attention from the industry and academia and it is con-

sidered one of the most critical and strategic problems in the Cloud environments. From 

the CSCs' point of view, selecting the proper CSP is essential to assure future perfor-

mance and maintain compliance with laws, policies, and rules [8].  

By increasing the number of CSPs who provide similar services, ranking them be-

comes the most challengeable issue [9]. From the security point of view, the increasing 
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number of CSPs causes the cloud environment to be more competitive day by day. One 

of the most important factors of security in the cloud is the CSPs' trust parameter which 

plays a vital role to make the cloud business grows and the CSP can get more profit. To 

make cloud computing more attractive, CSPs' trust must be addressed where CSCs can 

interact with the CSPs and use their services safely [10], Therefore, to rank CSPs, the 

trust parameter of the CSPs must be taken into consideration as it plays a significant 

role for prioritizing CSPs. The CSP's trust is defined as the expectation that CSP can 

be relied on, predictable, and act fairly [11]. By making the CSP trustable, it helps the 

CSC to interact with proper CSP [12].  Therefore, most existing selection researches 

based on CSCs' requirements only [2], [13], [8], and other consider only the trust pa-

rameter of CSP [10]. According to the work in this paper, a CSPs Ranking model has 

been introduced to provide a list of the most ranking CSPs to the CSC. This model 

based on CSPs trust degree and the similarity of their resources with respect to the 

CSCs’ requirements. On our point of view, the reliability of the CSPs ranking model 

would be increased by considering the trust degree of CSPs.  

The proposed CSPs Ranking model consists of four phases; Filtrating, Trusting, 

Similarity, and Ranking. As the number of the available CSPs is increased, the available 

CSPs are filtrated in the Filtrating phase to prevent unwanted CSPs. In the Trusting 

phase, CSPs' trust degrees will be calculated for the accepted CSPs.  In the similarity 

phase, the similarity value between the CSCs' requests and the parameters of the ac-

cepted CSPs will be calculated. In the Ranking phase, the CSPs ranking degree will be 

determined based on the CSPs' trust degrees and their similarity value. 

The paper is organized as follows, related work of the CSPs ranking is introduced 

in Section 2. Section 3 is dedicated to illustrating the principles of the proposed CSPs' 

Ranking model. The performance evaluation of the proposed CSPs' Ranking model 

relative to the most up to date models (i.e., hypergraph computational (HGCM), Hy-

pergraph-Binary Fruit Fly Optimization Algorithm (HBFFOA), security risk, and E-

TOPSIS algorithms) is discussed in Section 4. Finally, conclusions and future work 

are presented in Section 5.  

2 Related Work 

In [14], a ranking model has been introduced to rank the CSPs based on Hyper-

graph Computational model (HGCM) using the Service Measurement Index (SMI) 

metrics of parameters [15]. The model represents the relations between the SMI metrics 

in the form of Hyper-edges, where the intersection is the interrelations between them. 

A minimum distance algorithm is used to arrange the attributes in a hierarchical order. 

Neighbourhood relations between the Hyper-edges have been established by fixing a 

threshold value using the minimum distance algorithm. The recursive using Helly prop-

erty influences the order of CSPs to select the proper CSP. The time complexity of this 

model is determined as follows [14]: 

𝑶(𝒏𝟐 + 𝑵𝑷) … … … … … … … … … … … … … … … … … … … … . . (𝟏) 

Where n is the number of sub-attributes, N is the number of attributes, and P is the 

number of CSPs. The computation overhead is considered the main drawback of this 

model, especially, by increasing the number of CSPs. 

 A CSPs ranking model using checkpoint-based load balancing has been introduced 

in [16]. This model uses integration between checkpoint and load balancing algorithm 
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to increase the availability of the requests of consumers in the real-time scheduling 

environment [17]. Initially, the user will access the system based on the obtained ranks 

according to the services have been accessed earlier and the preferred value is deter-

mined by subtracting the service's ranking. Then, the priority degree for each CSP is 

determined by adding the preferred values for all services provided by the CSP. Finally, 

the CSPs are sorted based on their priority degrees in ascending order. According to 

this model, a simple technique is used to calculate CSPs ranks based on the opinion of 

the CSCs only. 

A CSP ranking framework, called security risk, has been proposed to find out the 

secured CSPs [18]. According to this framework, a model based on a security risk as-

sessment approach has been developed to determine the vulnerabilities and define the 

risks related to CSPs. The vulnerable CSPs are determined based on the stochastic pro-

cess for the security risk measurement for each CSP. Then, it ranks these CSPs based 

on the Markov chain. After ranking the CSPs, the best CSP is selected based on the 

reliability and security parameters only. 

An Extended TOPSIS (E-TOPSIS) model has been proposed for ranking CSPs 

[19]. This model is based on seven criteria; accountability, agility, assurance, financial, 

performance, security and privacy, and usability.  It uses Minkowski distance (d(X, Y)) 

to measure distances between the solutions using the following equation: 

d(X, Y) =  (∑|𝑋𝑖 − 𝑌𝑖|𝑝)1 𝑝⁄    … … … … … … … … … … … … … … … … (𝟐)    

The model generates solutions by variation the value of p for a specific interval [l, 

h] and the step value of p which determines the number of iterations. For each iteration, 

it outputs a list of CSPs ranking. Finally, the most ranking arrangement is defined. By 

increasing the number of iterations, the execution time will be increased. This is con-

sidered the main drawback of this model  

Recently, an approach based on the Hypergraph-Binary Fruit Fly Optimization 

(HBFFO) Algorithm for cloud service ranking has been presented [20]. This approach 

consists of three phases; Filtering, Selecting, and Ranking phases. The role of the Fil-

tering phase is to filter CSPs based on the user's requirements using the Hyper-graph 

technique [14]. Then, the time-varying mapping function and Helly property have been 

used to identify the trustworthy CSPs in the Selecting Phase. In the Ranking phase, the 

HBFFO algorithm has been used to rank these CSPs based on their trustworthy, credi-

bility and the user QoS requirements. This model provides a service selection model, 

in which the service selection middleware consists of many service repositories with 

one repository for each service type. According to the service type in the CSC's request, 

the CSC could forward directly to the repository of this service. The experimental anal-

ysis of this approach is done using a dataset contains two parameters only (Response 

Time, and Throughput). The complexity of this approach is defined using equation (3): 

≪ O(𝑚3);  𝑤ℎ𝑒𝑟𝑒 𝑚 𝑖𝑠 𝑡ℎ𝑒 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐶𝑆𝑃𝑠 … … … … … … … … … … … … … (3) 

According to the related work, it is found that some ranking models define CSPs 

ranking based on the CSCs' requests only. Other models define CSPs ranking based on 

their parameters only.   Our proposed CSP Ranking model concerns both (i.e., CSCs 

requirements and CSPs parameters). 
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3 The proposed Cloud Service Provider (CSP) Ranking 

Model 

The main function of the proposed Cloud Service Providers (CSP) Ranking model 

is that when a new request from a CSC is received, all CSPs in the cloud will be ranked 

based on their trust degrees and the similarity between the requests' parameters and the 

parameters of each CSP. Again here, the proposed CSP Ranking model consists of four 

phases; Filtrating, Trusting, Similarity, and Ranking.  

 According to our previous work, a CSP Trusting model has been developed based 

on SLA parameters (i.e., Reputation, Availability, Turnaround Time, data Integrity, au-

thorization, Data Recovery, Reliability) and CSCs parameters which concern about 

CSPs' feedbacks such as Users' Access Frequency, and Service Success Rate (for more 

details see [21]). As the proposed CSP Ranking model consists of four phases; Filtrat-

ing, Trusting, Similarity, and Ranking. The main function of the Filtrating phase is to 

prevent unwanted CSPs to be passing to the Trusting phase. This phase has been devel-

oped using Fuzzy Controller System [22]. In the Trusting phase, the trust degree of the 

accepted CSPs has been determined using Dynamic Adaptive Particle Swarm Optimi-

zation (DAPSO) technique [23]. 

According to the work in this paper, a CSP Ranking model has been introduced 

and developed based on the previous developed CSP Trust model. The proposed CSP 

Ranking model consists of four phases; Filtrating, Trusting, Similarity, and Ranking.  

The framework of the proposed CSP Ranking model is illustrated in Fig. (1). 

  

 

Fig. (1): The Proposed CSP Ranking Model 
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The Data flow of the proposed CSP Ranking model is illustrated in Fig. 2. Ac-

cording to Fig. 2, the data for all existing CSPs will be normalized and passed to the 

Filtrating phase to determine the accepted and unaccepted CSPs using Fuzzy Controller 

technique. The data of the accepted CSPs will be sent to the Trusting Phase to determine 

their trust degree using Dynamic Adaptive Particle Swarm Optimization (DAPSO) 

technique. When the CSC sends his request for a service, the data of the request will be 

normalized. The Similarity phase will define the similarity between the CSC's request 

and the data of the accepted CSPs using Cosine Similarity technique. Finally, the ac-

cepted CSPs will be ranked based on their trusting and similarity values. 

3.1 Filtration phase 

In this phase, a Fuzzy Controller System (FCS) is used to filter the available CSPs 

and define the CSPs to be considered in the trusting phase [24]. The decision makers 

use the FCS as an intelligent technique to support the decision-making processes [22] 

[25]. So, it is considered as a powerful and effective controller and predictive tool. In 

many clouds research work, the FCS is used as a predictive tool to predict the degree 

of the provider's security and trust based on IF-Then rules [26].  

For the proposed model, the filtrating phase uses the FCS in to prevent unwanted 

providers to be involved in the Trusting, Similarity, and Ranking phases. So, the exe-

cution time is decreased, and the performance of the system is improved. Namely, for 

each provider, the FCS takes the values of the nine parameters (i.e., SLA and users' 

parameters) of this provider as input and produces an output value which indicates 

whether this provider will be involved in the trust metric stage or not. The output of the 

FCS is one of two parameters; GOOD, or POOR. The CSPs and the values of their nine 

Fig. (2): Data Flow Diagram for CSP Ranking Model 
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parameters could be represented as a matrix, A (n, m), where n is the number of the 

CSPs and m is the number of parameters to be concerned (i.e., the above nine parame-

ters). Each column in matrix A represents the values of a specific parameter for all 

CSPs, and row represents the values of the nine parameters for each CSP. Therefore, 

each CSP with his jth parameter is presented as a (i,j), where i is the CSP identification 

(CSPi) and j is the value of the jth parameter: 

A(n, m) = [

a11 a12
⋯ a19

a21

⋮
a22

⋮

⋯ a29

⋯ ⋮
an1 an2

⋯ an9

] 

Therefore, an If-Then rule has been introduced to determine the FCS decision (i.e., 

GOOD or POOR). According to this rule, the decision for   each CSP is determined as 

follows: 

If-Then Rule:  For each CSPi , i=1, 2… n, where n is the number of CSPs 

if ∑ F(Pj

9

j=1

, OPj ) is GOOD, Then CSPiis GOOD

Otherwise, CSPi is POOR

} … … … … … (4) 

 

Where 𝐏𝐣 indicates the parameter j (j =1, 2… 9), and 𝐨𝐩𝐣 is the logical AND/OR 

operator associated with parameter j. By considering AND operator only for all nine 

parameters, the number of the CSPs that pass to the trust metric stage decreases (i.e., 

discarding the important ones). In the opposite, if the OR operator is only used, the 

number of CSPs increases, including less important ones. Therefore, the operator of 

each parameter could be AND or OR depending on its features. Namely, the used op-

erators are determined according to Equation (5): 
𝒐𝒑𝒋

= {
𝑨𝑵𝑫,      𝒊𝒇 𝒎𝒆𝒂𝒏 𝒗𝒂𝒍𝒖𝒆 𝒐𝒇 (𝑷𝒋,𝒇𝒐𝒓 𝒂𝒍𝒍 𝑪𝑺𝑷𝒔) ≥ 𝒎𝒆𝒂𝒏 𝒗𝒂𝒍𝒖𝒆 𝒐𝒇 𝒂𝒍𝒍 𝒑𝒂𝒓𝒂𝒎𝒆𝒕𝒆𝒓𝒔 … … … (𝟓)

𝑶𝑹,             𝒐𝒕𝒉𝒆𝒓𝒘𝒊𝒔𝒆
    

 

i.e., AND operator will be associated with parameter j in If-Then rule when the mean 

value of this parameter for all CSPs is greater than or equal to the mean value of all 

nine parameters' values for all CSPs. Otherwise; OR operator will be applied.  

      After determining the operators, they will be substituted in Equation (4) to filter the 

CSPs. We must notice that nine operators will be produced using Equation (5), while 

Equation (4) needs only eight operators.  This can be done by using the conjunction 

relation between the operators of two consequence parameters as follows: 

𝑰𝒇 (𝒐𝒑𝒊  ==  𝒐𝒑𝒋), 𝒔𝒆𝒕 𝑪𝒐𝒑𝒊,𝒋   =  𝒐𝒑𝒊  

𝑶𝒕𝒉𝒆𝒓𝒘𝒊𝒔𝒆;  𝒔𝒆𝒕 𝑪𝒐𝒑𝒊,𝒋 =  𝑿𝑶𝑹 𝒐𝒑 
} … … … … … … … … … . . . . (𝟔) 

 

Where Copi,j is the conjunction operator between opi and opj of the consequence 

parameters.  

After that, the value of each element 𝐚𝐢𝐣 in matrix A will be ranked GOOD or POOR 

depending on its value according to Equation (7): 

𝐑𝐚𝐧𝐤 (𝐚𝐢𝐣) =  {
𝐆𝐎𝐎𝐃,          𝐢𝐟 𝐦𝐞𝐚𝐧(𝐀𝐣) <  𝐚𝐢𝐣 ≤ 𝐦𝐚 𝐱(𝐀𝐣)

   𝐏𝐎𝐎𝐑,                                                    𝐨𝐭𝐡𝐞𝐫𝐰𝐢𝐬𝐞       
  ……….. (7) 
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Where mean (𝐀𝐣) and max (𝐀𝐣)) are the mean and the maximum values of parameter 

j for all CSPs, respectively. 

Finally, the results of Equations (6) and (7) for each CSP will be applied to If-Then 

rule (i.e., Equation (4)) to determine that this CSP will be accepted to be involved in 

the trust metric stage (i.e., CSP is GOOD) or not (i.e., CSP is POOR). 

3.2 Trusting phase 

In the Trusting phase, the trust degree of the accepted CSPs for all services they 

provided will be defined using the Particle Swarm Optimization technique (PSO) [27], 

[28], [29], [30]. 

The PSO is considered one of the most commonly used optimization techniques in 

many areas such as function optimization, artificial neural network training, fuzzy sys-

tem control, and other areas [28].  

By developing Trusting phase using PSO technique,  𝒗𝒊
𝒌 and 𝒙𝒊

𝒌 denote the velocity 

and the position of particle i in iteration k, respectively.  The velocity 𝒗𝒊
𝒌+𝟏 is computed 

using Equation (8) [31]:  

𝒗𝒊
𝒌+𝟏 = 𝒘𝒊

𝒌+𝟏 ∗ 𝒗𝒊
𝒌 + 𝒄𝟏 ∗ 𝒓𝒂𝒏𝒅𝟏 ∗ (𝒑𝒃𝒆𝒔𝒕𝒊

𝒌 − 𝒙𝒊
𝒌) + 𝒄𝟐 ∗ 𝒓𝒂𝒏𝒅𝟐

∗ (𝒈𝒃𝒔𝒆𝒕𝒌 − 𝒙𝒊
𝒌) … … … … … … … … … … … … … … … … (𝟖) 

Where 𝒘𝒊
𝒌+𝟏is the inertia weight,𝒄𝟏, 𝒄𝟐 are constants, 𝒓𝒂𝒏𝒅𝟏, 𝒓𝒂𝒏𝒅𝟐 are random 

numbers between 0 and 1, pbest is the best position that each particle reached, and gbest 

is the best position of the group of particles. 

Position 𝒙𝒊
𝒌+𝟏 of particle i is calculated based on its velocity 𝒗𝒊

𝒌+𝟏 and the previous 

position 𝒙𝒊
𝒌 as in Equation (9) [31]. 

𝒙𝒊
𝒌+𝟏 =  𝒙𝒊

𝒌 + 𝒗𝒊
𝒌+𝟏  … … … … … … … … … … … … (𝟗) 

Alam [32] has claimed that the common initial value of PSO velocity is between 

10% and 90% of position value, the common number of iterations is between “500” 

and “10000”, and the common value of inertia weight is in the range from 0.4 and 0.9. 

A Dynamic Adaptive Particle Swarm Optimization (DAPSO) technique is devel-

oped to determine the value of inertia weight (w𝒊
𝒌+𝟏) for the PSO algorithm dynami-

cally [23]. It uses a dynamic adaptive inertia factor in the PSO algorithm to adjust its 

convergence rate and control the balance of global and local optima. It determines the 

inertia weight as in Equations (10, 11).   

𝒘𝒊
𝒌+𝟏 =  𝒘𝒎𝒊𝒏  +  (𝒘𝒎𝒂𝒙  − 𝒘𝒎𝒊𝒏) 𝒔𝒊𝒏 (

𝜷𝒊(𝒌)𝝅

𝟐
) …………………………… (10) 

Where, wmax , wmin are the maximum and minimum values of w (i.e., 0.4, 0.9), 

respectively.  

        𝜷𝒊(𝒌)  =  
𝒇𝒊(𝒌) − 𝒇𝒈(𝒌)

𝒇𝒘(𝒌) − 𝒇𝒈(𝒌)
 ……………..…….…………………. (11) 

Where, fi(k)  is the fitness function of the ith particle in kth iteration, 

and fg(k), fw(k) are the best and worst fitness values of the swarm in the kth iteration, 

respectively.  

The Trusting phase has been implemented using DAPSO technique. In addition, a 

CSPs data store has been introduced to store the services' features of the accepted CSPs 

and their trust degrees. 

To determine the CSPs' trust degrees, DAPSO technique is used with considering 

nine parameters, SLA and users' parameters, (i.e., Reputation, Availability, Turnaround 

Time, data Integrity, authorization, Data Recovery, Reliability, Users' Access 
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Frequency, and Service Success Rate) for each accepted CSP as PSO initial population. 

The model supposed that the fitness function for each CSP is calculated as in Equation 

(12): 

𝐅𝐢 = 𝟏 − 𝐗 𝐢; 𝐢 = 𝟏, 𝟐, … 𝟗    … … … … … … … … (𝟏𝟐) 

Where Xi is the parameter value (i) for each CSP.  

The pseudo code of the used DAPSO technique is depicted as follows:  

Algorithm DAPSO: 

i. Initialize a population of particles having a position (𝑋𝑖
1 =  𝑇𝑖 ), 

and velocity (𝑉𝑖
1 =  70% 𝑜𝑓 𝑋𝑖 ). 

// Ti ; i = 1, … ,9 are the values of the proposed parameters for each accepted 

provider 

ii. Set parameters of PSO (𝑐1 = 𝑐2 = 2). 

iii. Set iteration 𝑘 = 1 

iv. Calculate Fitness function 𝐹𝑖
𝑘 = 1 − 𝑋𝑖

𝑘 , ∀𝑖 

v. Set 𝑃𝑏𝑒𝑠𝑡𝑖
𝑘 = 𝑋𝑖

𝑘 , ∀ 𝑖 and 𝐺𝑏𝑒𝑠𝑡𝑘 = 𝑚𝑎𝑥 (𝑋𝑖) 

vi. Set 𝑘 = 𝑘 + 1 

vii. Update the inertia weight as in equations 10, 11 

viii. fg(k)  =  𝐺𝑏𝑒𝑠𝑡𝑘 , fw(k)  =  𝑚𝑖𝑛 (𝐹𝑖
𝑘)  

ix. Update velocity and position of particles  

𝑉𝑖
𝑘+1 = 𝑤 × 𝑉𝑖

𝑘 + 𝑐1 × 𝑟𝑎𝑛𝑑(1) × (𝑃𝑏𝑒𝑠𝑡𝑖
𝑘 − 𝑋𝑖

𝑘)

+ 𝑐2 × 𝑟𝑎𝑛𝑑(2) × (𝐺𝑏𝑒𝑠𝑡𝑘 − 𝑋𝑖
𝑘); ∀𝑖 

i. 𝑋𝑖
𝑘+1 = 𝑋𝑖

𝑘 + 𝑉𝑖
𝑘+1;  ∀𝑖 

x. Evaluate Fitness function 𝐹𝑖
𝑘+1 = 1 − 𝑋𝑖

𝑘+1, ∀𝑖 
xi. Update 𝑃𝑏𝑒𝑠𝑡 ∀𝑖  

𝑖𝑓 𝐹𝑖
𝑘+1 ≤ 𝐹𝑖

𝑘 𝑡ℎ𝑒𝑛 𝑃𝑏𝑒𝑠𝑡𝑖
𝑘+1 = 𝑋𝑖

𝑘+1 𝑒𝑙𝑠𝑒 𝑃𝑏𝑒𝑠𝑡𝑖
𝑘+1 = 𝑃𝑏𝑒𝑠𝑡𝑖

𝑘 

xii. Update 𝐺𝑏𝑒𝑠𝑡 ∀𝑖  

𝑖𝑓 𝑚𝑎𝑥( 𝐹𝑖
𝑘+1) ≤ 𝑚𝑎𝑥 (𝐹𝑖

𝑘) 𝑡ℎ𝑒𝑛 𝐺𝑏𝑒𝑠𝑡𝑘+1 = 𝑚𝑎𝑥 (𝑋𝑖
𝑘+1) 𝑒𝑙𝑠𝑒 𝐺𝑏𝑒𝑠𝑡𝑘+1

= 𝐺𝑏𝑒𝑠𝑡𝑘 

xiii. If 𝑘 ≠ 100 then go to step (vi) else go to step (xii) 

xiv. Output the solution as 𝐺𝑏𝑒𝑠𝑡𝑘+1 

3.3 SIMILARITY Phase 

According to the proposed CSP Ranking model, the CSC defines his requested 

parameters (i.e., CPU Utilization, Response Time, Cost, Availability, Usability, Flexi-

bility, Security Management, …, etc. [33], [13]) and their requested values about these 

parameters. Therefore, the similarity phase has been developed to determine the simi-

larity value between the parameters of the CSC’s required service and the associated 

parameters for each accepted CSP that could provide the required service. To evaluate 

the similarity degree, the proposed model uses Cosine Similarity measure by consider-

ing the angle between two sequences of values, where a greater similarity implies a 
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smaller angel [34]. Therefore, as the angle between the parameters of the CSC's re-

quired service and associated published parameters of the accepted CSPs is small, the 

similarity between them is large (see Fig. (3)). 

The Cosine Similarity for each accepted CSP is calculated using Equation (13) [34]:  

𝑺[𝒊] = 𝐜𝐨𝐬 (𝜶) =  
∑ 𝑷𝒋[𝒊] 𝑷𝒋[𝒓𝒆𝒒]𝒎

𝒋=𝟏

√∑ (𝑷𝒋[𝒊])𝟐𝒎
𝒋=𝟏  √∑ (𝑷𝒋[𝒓𝒆𝒒])𝟐𝒎

𝒋=𝟏

  … … … … … … … (𝟏𝟑)    

Where, 𝑷𝒋[𝒊] is the parameter value (j) of the accepted CSPi, 𝑷𝒋[𝒓𝒆𝒒] is the param-

eter value (j) for the CSC’ required service, and 𝒋 = 𝟏, 𝟐, … , 𝒎 is the number of param-

eters in the CSC's required service. 

Fig. (3): Cosine Similarity between Parameters of CSC's required service and CSP's Param-

eters.  

3.4 Ranking Phase 

In this phase, the ranking value for CSPs will be determined by combining CSPs' 

trust degrees, and the similarity values which have been produced from the Similarity 

phase. The ranking value for each CSP is calculated using Equation (14). 

𝑅𝒂𝒏𝒌[𝑪𝑺𝑷𝒊] = 𝒘𝟏 ∗ 𝑻[𝒊] + 𝒘𝟐 ∗ 𝑺[𝒊] , 𝒊 = 𝟏, 𝟐, … , 𝒏 … …    (𝟏𝟒) 

Where: 

- 𝒘𝟏, and 𝒘𝟐 describe the weight of the trust degree and similarity value respec-

tively.  These values are defined by calculating the standard deviation of the trust 

degrees and similarity values for all trusted CSPs 

- 𝑻[𝒊] and  𝑺[𝒊]are the trust degree and similarity value for 𝑪𝑺𝑷𝒊 respectively, and  

- n is the number of accepted CSPs.  

𝒘𝟏, 𝑎𝑛𝑑 𝒘𝟐 are normalized as the sum of weight values equal 1. For example, sup-

pose the standard deviation for trust degree and similarity value are 𝑺𝑻 = 𝟎. 𝟏, 𝑺𝑺 =
𝟎. 𝟑, respectively. These values are normalized by dividing them by their sum as 

𝒔𝒖𝒎 = 𝟎. 𝟏 + 𝟎. 𝟑 = 𝟎. 𝟒 then 𝒘𝟏 =
𝑺𝑻

𝒔𝒖𝒎
=

𝟎.𝟏

𝟎.𝟒
= 𝟎. 𝟐𝟓, 𝒘𝟐 =

𝑺𝑺

𝒔𝒖𝒎
=

𝟎.𝟑

𝟎.𝟒
= 𝟎. 𝟕𝟓 

where 𝒘𝟏 + 𝒘𝟐 = 𝟎. 𝟐𝟓 + 𝟎. 𝟕𝟓 = 𝟏 
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The CSP with higher ranking value (i.e. the higher trust degree and similarity value) 

is the most candidate one for providing the service to the CSC.  

3.5 Data Normalization 

Since the model is based on QoS parameters of CSPs and CSC requirement param-

eters, and these parameters have their different ranges and units. Therefore, it is neces-

sary to normalize this data to a uniform range [0,1]. Suppose that [𝑄𝑜𝑆]𝐶𝑆𝑃  ←

 (𝐴1, 𝐴2 , … 𝐴𝑛),  represents the data provided by the CSPs, and  [𝑄𝑜𝑆]𝐶𝑆𝐶  ←

 (𝑅1, 𝑅2 , … 𝑅𝑚),  represents the CSC request parameters. These data are normalized 

according to equations (15), (16) respectively: 

𝒏𝒐𝒓𝒎 (𝑨𝒊)
𝑪𝑺𝑷  ←  

[𝑨𝒊  −  𝑴𝒊𝒏(𝑸𝒐𝑺)𝑪𝑺𝑷]

[𝑴𝒂𝒙(𝑸𝒐𝑺)𝑪𝑺𝑷  −  𝑴𝒊𝒏(𝑸𝒐𝑺)𝑪𝑺𝑷]
  … … … (𝟏𝟓) 

𝒏𝒐𝒓𝒎(𝑹𝒊)
𝑪𝑺𝑪 ←

[𝑹𝒊  −  𝑴𝒊𝒏(𝑸𝒐𝑺)𝑪𝑺𝑪]

[𝑴𝒂𝒙(𝑸𝒐𝑺)𝑪𝑺𝑪  −  𝑴𝒊𝒏(𝑸𝒐𝑺)𝑪𝑺𝑪]
… … … (16) 

where, 𝑀𝑖𝑛(𝑄𝑜𝑆)𝐶𝑆𝑃 , 𝑀𝑖𝑛(𝑄𝑜𝑆)𝐶𝑆𝐶  are the minimum values of QoS parameters of 

CSPs and CSC requirement parameters, and 𝑀𝑎𝑥(𝑄𝑜𝑆)𝐶𝑆𝑃 , 𝑀𝑎𝑥(𝑄𝑜𝑆)𝐶𝑆𝐶  are the 

maximum values of QoS parameters of CSPs and CSC requirement parameters, respec-

tively. 

4 Performance evaluation of The Proposed CSP Ranking 

model  

The implementation environment and the time complexity of the proposed CSP 

Ranking model will be discussed. Then, a comparative study will be done to evaluate 

the performance of the proposed CSP Ranking model relative to the existing models 

(i.e., hypergraph computational (HGCM) [14],  Hypergraph-Binary Fruit Fly Optimi-

zation Algorithm (HBFFOA) [20],  security risk [18], and Extended TOPSIS (E-

TOPSIS) [19]) . 

4.1 The Implementation Environment 

     To evaluate the performance of our proposed CSP ranking model, HP ProBook com-

puter with core i5@2.5 GHz processor, 6 GB RAM, under Windows Ten platforms are 

used. The experiments have been done using C# language using Microsoft Visual Stu-

dio 2010. 

Armor Dataset is used to evaluate the proposed CSP Ranking model. This dataset 

contains the values of QoS parameters for 7334 CSPs [35]. According to Armor dataset, 

it is found that 6991 out of 7334 providers with no data. Therefore, only 343 providers 

out of 7334 will be used to evaluate the proposed model. Because the Filtering and 

Trusting phases of our proposed model are based on nine parameters (i.e., Reputation, 

Availability, Turnaround Time, data Integrity, authorization, Data Recovery, Reliabil-

ity, Users' Access Frequency, and Service Success Rate), the Turn Around Time in 

Armor dataset is considered as the Response Time, Reputation as the Feature, Integrity 

as Ease of Use, Reliability as Technical Support, and Authorization as Customer Ser-

vice.  The parameters which do not exist in Armor dataset (i.e., Data Recovery, Service 

Success Rate, Users' Access Frequency) are generated randomly in the range of [0,1].  
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4.2 Comparative Study  

This section provides the comparative study to evaluate the performance of our pro-

posed CSP Ranking model with respect to the existing models (hypergraph computa-

tional (HGCM) [14],  Hypergraph-Binary Fruit Fly Optimization Algorithm 

(HBFFOA) [20],  security risk [18], and Extended TOPSIS (E-TOPSIS) [19]). The 

comparison is carried out using three steps; Validation, Time Complexity and Perfor-

mance Evaluation of the proposed model.  

4.2.1 Our Proposed Model Validation 

To validate our proposed model, our proposed model and HGCM model have been 

implemented with considering the QoS case study which is presented in HGCM model 

[14].  This QoS case study is used in two different cases. The first case study consists 

of three IaaS CSPs (Amazon EC2, Windows Azure and Rackspace), and the second 

one consists of five IaaS CSPs (Amazon EC2, Windows Azure, Rackspace Private 

cloud using OpenStack, and Private cloud using Eucalyptus) (see Table (1)). 

 Table (1): QoS Dataset of Amazon EC2 (CSP1), Windows Azure (CSP 2), Rackspace 

(CSP 3), Private cloud using OpenStack (CSP 4) and Private cloud using Eucalyptus (CSP 5) 

With considering the first case study (i.e., three CSPs (CSP1, CSP2, CSP3, and one 

CSC), our proposed model produces the same results as HGCM model where the CSPs 

are ranked as CSP3<CSP1<CSP2 with the CSP3 is the most suitable provider.  The 

execution time of implementing the existing HGCM model and our proposed CSP 

Ranking model are 1.0448, 0.6798 milliseconds respectively. Therefore, our proposed 

model produces the same result as the HGCM model with an execution time reduction 

of 34.9 %.   

 By considering the second case study (i.e., five CSPs (CSP1, CSP2, CSP3, CSP4, 

and CSP5) and one CSC), the implementation of the existing HGCM and our proposed 

Param-

eter 

Case Study 1 Case Study 2 CSC Require-

ment CSP1 CSP2 CSP3 CSP4 CSP5 

Ac-

countabil-

ity 

4 8 4 5 5 4 

CPU 9.6 12.8 8.8 12.8 9.6 6.4 GHZ 

Memory 15 14 15 16 14 10 GB 

Disk 1690 2040 630 500 400 500 GB 

Availa-

bility 

99.95% 99.99% 100% 99.99% 99.90% 99.9% 

Cost 0.68$/hour 0.96$/hour 0.96$/hour 0.95$/hour 0.66$/hour <1 $/hour 

Data 

Inbound 

10 10 8 10 10 100GB/Month 

Data 

Outbound 

11 15 18 11 11 200GB/Month 

Storage 12 15 18 12 10 1000 GB 

Service 

Response 

Time 

120 780 200 180 180 120 sec 

Security 4 8 4 5 5 4 
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CSP Ranking models produce the same result with CSP3 is the most suitable provider. 

The execution time of implementing the existing HGCM model and the proposed CSP 

Ranking model is 3.363, 0.4138 milliseconds respectively. Therefore, the proposed 

CSP Ranking model outperforms the existing HGCM model by execution time reduc-

tion of 87.69%. 

4.2.2 Time Complexity Comparison 

In this section, the time complexity of our proposed model is calculated and compared 

with the existing models (hypergraph computational (HGCM) [14], Hypergraph-Binary 

Fruit Fly Optimization Algorithm (HBFFOA) [20]). 

As our proposed model consists of four phases (Filtrating, Trusting, Similarity, and 

Ranking), we calculate its time complexity by calculating the time complexity of Trust-

ing phase, Similarity phase, and Ranking phase). 

4.2.2.1 Time Complexity of The Trusting Phase  

In the Trusting phase, the trust values for all accepting CSPs will be calculated using 

the PSO technique.  It should be noted that this phase is executed only once throughout 

the proposed CSP Ranking model.  But, when a new CSP is included in the system or 

even the features of the existing CSP(s) are changed, the Trusting phase will be reac-

tivated. Therefore, the time complexity for calculating the trust value for CSPs in the 

Trusting phase is determined in Equation (17): 

𝑶[𝑺(𝒌𝒏 + 𝒌 + 𝒏)] ⋍  𝑶(𝑺𝒌𝒏) … … … … … … … … … … … (𝟏𝟕) 

Where 𝑺 is the number of the accepted CSPs, 𝒌 is the number of iterations for the 

PSO technique, and 𝒏 is the number of parameters in the trust calculation.  

4.2.2.2 Time Complexity of The Similarity Phase 

When a new request from CSC is sent to the system, the proposed model will pass it 

to the Similarity phase to calculate the similarity degree between this request and the 

parameters of the accepted CSPs. Therefore, the time complexity of the Similarity 

phase is determined using Equation (18): 

𝑶(𝑺𝒏)………………………………………………. (18) 

Where 𝒏 is the number of parameters in the CSC's requested service and 𝑺 is the 

number of the accepted CSPs. 

4.2.2.3 Time Complexity of The Ranking phase 

In the Ranking phase, the ranking value for each CSP is determined using equation 

(14). Therefore, the time complexity for this phase is determined using Equation (19): 

𝑶(𝒏 𝐥𝐨𝐠 𝑺)………………………………………………. (19) 

Where 𝒏 is the number of parameters in the CSC's requested service and 𝑺 is the 

number of the accepted CSPs. 

It should be noticed that When the CSC sends his request, our proposed model re-

trieves CSPs trust values without recalculating it. Then, the model performs the simi-

larity and ranking phases only. 

According to the time complexity Equations 1, 3 and 19, the time complexity of the 

proposed CPS Ranking model is less than the time complexity of the HGCM, and the 

BHFFOA models [14], [20]. Also, the number of CSPs in our proposed CPS Ranking 

model is less than the number of CSPs in the existing HGCM and BHFFOA models 

because of using Filtrating phase.  
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In case of all CSPs are not filtered and passed to the Trusting phase, the number of 

CSPs in our developed CSP Ranking model will be equal to the number of CSPs in the 

existing HGCM, and BHFFOA models. This is considered the worst case of our devel-

oped CSP Ranking model. In this worst case, our proposed CSP ranking model still has 

low time complexity. 

4.3 Performance Evaluation Using Armor Dataset 

In this section, the comparative study of our proposed model is determined with re-

spect to the existing models (hypergraph computational (HGCM) [14], security risk 

[18], and Extended TOPSIS (E-TOPSIS) [19]). This comparative study is based on de-

fining two performance parameters; Execution Time, and Precision. Armor dataset is 

used to evaluate these two performance parameters by considering the number of avail-

able CSPs 20, 40… 340 respectively [35] 

4.3.1 Execution Time 

Fig. (4, 5) illustrate the execution time of our proposed and existing models (hy-

pergraph computational (HGCM), security risk, and Extended TOPSIS (E-TOPSIS)) 

respectively. According to Fig. (4), we notice that the execution time of our proposed 

model and E-TOPSIS model are very close because of time scales. Therefore, Fig. (5) 

Fig. (4): Execution time for CSPs ranking and existing models 
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is introduced for these two models to identify the difference between them using a small 

range of time.  Fig. (6) presents the average execution time of all models. 

According to the results in Fig. (4, 5, 6), the execution time of our proposed model 

is smaller than those existing models. From Fig. (6), it is noticed that the average exe-

cution time of the existing models; hypergraph computational (HGCM), security risk, 

and Extended TOPSIS (E-TOPSIS, and the proposed CSP Ranking models are 2.89, 

2.49, 0.099, and 0.058 milliseconds respectively.  So, the proposed CSP Ranking model 

outperforms the existing models (hypergraph computational (HGCM), security risk, 

and Extended TOPSIS (E-TOPSIS)) by reducing execution time by 97.99%, 97.67%, 

and 41.4% respectively, and the average reduction of the execution time of our pro-

posed CSP Ranking model is 79.02% relative to the existing models. 

 

Fig. (6): Average execution time for CSPs ranking Models  
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Fig. (5): Execution time for CSPs ranking and E-TOPSIS Models  
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4.3.2 Precision 

Precision is defined as how experiment results are close to each other [36]. It's usu-

ally measured as the average deviation of data (see Equation (20)) [37]. 

𝐏𝐫𝐞𝐜𝐢𝐬𝐢𝐨𝐧 =  
∑ |𝐱𝐢−𝝁|𝐧

𝐢=𝟏

𝐧
 ……………………………. (20) 

Where 𝝁 is the mean value for data, and n is the data numbers. 

We evaluate the precision of our proposed CSP Ranking model with respect to the 

existing models for 100 CSPs (see Fig. (7)), and the average of Precision for 340 CSPs 

is shown in Fig. (8). 

 

 

 

 

 

 

 

 

 

 

 

 

 
According to Fig. (7), it is found that our proposed model has higher precision values 

with respect to CSPs variation (i.e., 10, 20, …, 100 CSPs) relative to the existing mod-

els.  

 

Fig. (8): Average of Precision for 340 CSPs 
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From Fig. (8), it is noticed that the average precision of the existing models (hyper-

graph computational (HGCM), security risk, and Extended TOPSIS (E-TOPSIS)) and 

the proposed model are 0.22, 0.26, 0.13, and 0.34 respectively. So, our proposed CSPs 

Ranking model outperforms the existing models (hypergraph computational (HGCM), 

security risk, and Extended TOPSIS (E-TOPSIS)) with respect to the average precision 

by 35.29%, 23.53%, and 61.76% respectively, and the average increase of the precision 

is 40.19%. 

Generally, the proposed CSP Ranking model is considered the proper model to de-

fine CSPs' ranking degree due to the following four reasons: 

1. The model has been developed in module manner using four phases (i.e., 

Filtrating, Trusting Similarity, and Ranking). Therefore, the model can eas-

ily be extended to include extra functions. 

2. In most cases, the Filtrating and Trusting phases are activated only once.  

3. The execution time of the model is decreased especially when the number 

of CSPs in the system has become large.  

4. The precision of the model is increased by increasing the number of CSPs 

in the system. 

5 Conclusions and Future Work 

Ranking CSPs becomes one of the most important challenges in the cloud environ-

ment because it helps CSCs to select the nearest CSP that attains their requirements in 

suitable execution time. According to the work in this paper, a ranking model has been 

introduced. The proposed CSP Ranking model is based on the trust parameters of the 

existing CSPs, and the similarity between the parameters of CSPs, and the CSCs' re-

quested services. The CSP Ranking model consists of four phases; Filtrating, Trusting, 

Similarity, and Ranking. In the Filtrating phase, the CSPs will be filtered by rejecting 

the unwanted CSP's based on their parameters. In the Trusting phase, the trust degrees 

of the accepted CSPs will be determined. The results of the first and second phases are 

stored in a CSPs' data store. In the Similarity phase, the similarity percentage between 

the parameters of the CSC's requested service and the CSPs' parameters is determined 

using the Cosine Similarity Measure. In the Ranking phase, the ranking values of CSPs 

are determined by combining CSPs' trust degrees and the similarity values between the 

services' features of the accepted CSPs offering the requested services and the CSC's 

service features to define the proper CSP that attains the CSC's requirements. Because 

the proposed Ranking model determines the trust value of the accepted providers only 

once, the search space is reduced, and the execution time is decreased.  A comparative 

study has been done using Armor dataset among the existing models (hypergraph com-

putational (HGCM), security risk, and Extended TOPSIS (E-TOPSIS)) and the devel-

oped CSP Ranking model to validate the performance of the proposed model. Accord-

ing to the comparative results, it is found that the proposed CSP's Ranking model out-

performs the existing models (i.e.; HGCM, security risk, and E-TOPSIS) with respect 

to the execution time, the time complexity and the precision. 

In the future, the proposed CSP Ranking model will be used in the services compo-

sition process to select the best providers. 
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