
 
 
 
 
 
 
 
 
 
 
 
 
1. Introduction: 
Firewall system helps private networks to be secured from 
internet hackers, so it is used to guard e-commerce[1,2]. 
1However; the performance analysis of firewalls in transient 
state has not been studied, this paper demonstrates our 
experiment to revise the performance analysis of firewall 
system at e-commerce security. Transient state is measured 
using different approaches based on Markov process theory 
[3].  

A firewall system was developed. A case of five states was 
set and Markov’s state diagram was drawn to facilitate the 
deduction of the TPM. We calculate and draw the Second 
Maximum Eigen (SME) values vs. probability p in the 
range 0 ≤ p ≤ 1. We select smallest SME which proportional 
to number of packets necessary to reach to the steady states 
quickly. 

This paper delineates this subject in five sections. The first 
section discusses the background of firewalls. The second 
section reviews the Markov process theory. The third 
section shows the implementation of our firewall model. 
The fourth section discusses the results of our experiment. 
The last section reveals conclusions. 
 
2. Background of Firewalls: 
There exist various cryptographic techniques to address the 
confidentially, integrity, and authentication security 
requirements. Firewalls have been deployed to protect 
intranets (private networks) against possible attacks from 
the internet (public network). i.e. controls the admission of 
packets entering an intranets [4,5], shown in figure 1. 
 
 
 
 
 
 
 

Figure 1 Firewall between a secure intranet 
and insecure internet 
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There are four types of firewalls [5, 6]: 
i.Packet Filtering Router (PFR): being executed at network 

layer and filters packets according to predefined filtering 
roles based on IP address and port number of source and 
destination.  

ii.Application gateway / proxy server: being executed at 
application layer, acting as proxy server. It is more 
powerful than packet filtering routers. In order to use 
particular applications, the corresponding proxy service 
installed in application gateway (i.e. users first access the 
application gateway through the corresponding proxy 
service, after successful authentication, the application 
gateway connects to the remote computer and transfers 
the application data accordingly).  

iii.Screened Host Firewall System: A Packet filtering router 
and an application gateway are combined to achieve a 
greater degree of security known as screened host firewall 
system. “We can build a very secure system by using so-
called screened - subnet firewall system with 
demilitarized zone (DMZ) as figure 2 (next page) this 
setting up a bastion host with two PFR. A network DMZ 
is created to separate the internet from intranet” [5]. The 
public servers, modems, and bastion host are installed 
within DMZ. The security features include: 

 Acting as "security guard". The outside packet filtering 
router (OPR) eliminates malicious packets from internet 
by filtering packets according to predefined filtering 
rules. 

 The outside packet filtering router (OPR) is configured 
such that inbound packets can only reach the bastion host 
and public server. Furthermore, it admits only outbound 
packets from the bastion host and the public server. 

 The inside packet filtering router (IPR) is configured to 
admit packets from the bastion host only. In other word, 
only the bastion host can send packets into the intranet. 

 The IPR is configured such that intranet hosts can only 
use the internet application through the bastion host. 
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Figure 2 screened - subnet firewall system with 
demilitarized zone (DMZ) 

 
iv- Circuit level gateway: It works like telephone 
connection; user needs to make connection before data can 
be transferred. After that packets are transferred between 
internet and intranet over connection. Special client 
software may be required (sockets protocol version_5). A 
client makes a TCP connection to port of sockets server, 
after successful authentication, the requested connection is 
available for transferring data. 

3.Transient Behavior Theory:  
Let us define the φij be the probability that the process will 
occupy state j at time n given that it occupies state i at time 
0 (n-step transition probability of Markov process form state 
i to state j),[3]. 

 
φij = pr{s(n) = j | s(0) = i }   

               1≤ i , j ≤ N,  n = 0, 1, ..                      (1) 

For the n-step transition probability of a system modeled by 
Markov process with matrix n x n (P) called n-step TPM, φ 
(n) which is related to TPM.  

 
φ(n)=Pn, n=0,1,2,..       (2) 
φ(n+1)= φ(n).P =Pn         (3) 
The Z-transform is used to study the transient behavior of 
our system. It uses the Markov process as a mathematical 
tool. The corresponding Z-transform is: 

 
 φ(z)=φ(0).z(zI-P)-1      (4) 
 

Where, I………is the identity matrix 

The determinant of the matrix (zI-P) in equation (4) is the 
denominator of every factor in the inverse matrix. 
Furthermore the locations of the zeroes of the denominator 
control the dynamic properties of the solution, which can be 
observed by the maximum value of the Eigen values (zeroes 
of the characteristic equation). However, the first maximum 
Eigen value for any TPM is equal to one. Therefore, to 

compare between two systems modeled by Markov process, 
we should compare the SME values of their TPMs. The 
smallest SME in magnitude reflects the number of Packets 
in our systems that reach to steady state.  

4. Implement of a Firewall system: 
4.1. Dateflow of Firewall system: 
It is important to develop a comprehensive framework for 
firewall actually do when they receive  incoming traffic at 
what wrong in security. 
The starting points is to create a firewall dataflow model as 
figure 3 composed of discrete components that can be 
reorganized into different orders; what actually occurs 
inside a firewall according to rules that the administrator 
has installed ?[7]. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

Figure 3  Firewall dataflow Flowchart 
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The previous dataflow shows the following: 

i.   The firewall's receipt of a packet. 

ii.   Link Layer Filtering (L.L.F); the firewall will next 
perform L.L.F. A firewall can lock a particular IP 
address to specific H/W address; assure that the H/W 
address corresponds to its given IP address. 

iii. Legality checks; another stage to verify that the packet 
has been received is legal. Other check can also be 
performed during this stage as anti – spoofing, 
Reserved IP address, Checks IP/TCP options, Checks 
Short IP packets, Checks UDP packets checks; in 
which UDP length does not correspond to the IP 
Length. 

iv. IP & Port filtering;  If the packet matches a rule then it 
is allowed through. If it does not it is discarded. 

v. Dynamic Rule set; Dynamic rule set (state table) 
serves to associate each packet with its corresponding 
connection stream. If a firewall passes a packet 
through, it generations an entry in the state table. 
When future packets in the stream arrive and are 
matched by the entry in the table, they can bypass all 
subsequent filtering rules. A firewall generally 
implements the state table as every entry in the state 
table points to linked list of table entries that all hash 
to that location. Every new packet that is received that 
hashes to the same chain must be compared against the 
entire chain before the firewall knows the packet is not 
a member of any state table entry.  

vi. Header Rewrite: This stage is related to network 
functionality; it is includes Network Address 
translation (NAT) and Port address translation (PAT). 
Two other functions are TTL preservation (Time To 
Live) and TCP Sequence rewriting. During the life of a 
packet; Every Router it goes through, decrements the 
TTL of a packet. When TTL become 0, the packet 
becomes unroutable and destroyed. 

v. Packet Reassembly: Firewall that performs TCP 
application layer analysis; It must perform TCP 
sequence reassembly. If a TCP packet is lost / delayed 
in Route, the firewall most not process with the falling 
packets at the application layer until all the previous 
packets before has been received.  

vi. Application layer: After reassembly, packets are passed 
to the application layer filtering for analysis. The 
application level analysis most take place on all data. 
Filtering at the application layer refer to as proxy. 

vii. Packet Discard: If the packet fail in the test it will be 
discard (delete the entire row in state table of dynamic 
rule sets} and send acknowledge to generate another 
new packet to inset the system. 

4.2. Calculation of Eigen values of TPM: 
The following algorithm shows how to calculate the Eigen 
values of the TPM. 

pp=0:.1:1 
j=1 
for p = 0 : 0.1:1 

a=[ 1-p      p/2     p/2      0       0      
        0         0         p     1-p      0     
       p/2       0         0     1-p     p/2    
       1/2       0         0     1/2       0         
       1/2       0         0       0       1/2]; 

v (:,j) = eig(a); 
j = j+1; 

end 
abs (v) 
for k =1 : 10 
plot (pp , abs (v (k , : ))); 

grid on 
hold on 

End 

4.3. Calculation of the number of packets: 
The following algorithm shows how to calculate the 
number of packets NoP vs. p. 

Vn = [ 0 0 0 0 0 0 0 0 0 0 ] 
Pp = 0: 0.1 : 1 
K = 1 
for p = 0 : 0.1 : 1 
a=[  1-p    p/2    p/2       0        0      
         0        0        p     1-p       0     
       p/2       0        0     1-p     p/2    
       1/2       0        0      1/2       0         
       1/2       0        0        0      1/2]; 
n =0 
q1= a^n – a^(n +1)  ; 
q2= a^( n + 1)– a^( n + 2 ); 
q = q1 - q2; 
s1= sum (abs (q)); 
s2 = sum (s1); 
while(s2 > 0.000000000001) 
    n = n + 1 
    q1= a^n – a^(n+1)  ; 
    q2= a^(n+1)– a^(n+2); 
    q = q1 - q2; 
    s1 = sum (abs (q)); 
    s2 =  sum (s1); 
  end 
Vn (k) = n; 
K = 1+k 
end 
vn 
for k =1 : 11 
plot (pp , vn); 
        grid on 
        hold on 
End 

5. Discussion: 
We developed a firewall system from the above 

dataflow. Performance analysis of that firewall was done on 
different states (5-states, 6-states and 7-states) models. 
Procedure of performance analysis is: 
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 Drawing Markov State diagram 
 Deduce the TPM 
 Calculation and drawing the SME Second Maximum 
Eigen values vs. probability p in the range 0 ≤ p ≤ 1 and 
select smallest SME which proportional to number of 
packets necessary to reach to the steady states quickly. 

 
Figure 4 shows the Markov state diagram of the developed 
firewall system. Table 1 shows the TPM. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig.4  Markov state diagram 
 
 
Table 1: TPM 

 

 

 

 

 

 

 

 

 The results of calculation of SME and the number 
of packets NoP needed to reach steady state vs. p 
is shown in Table 2 (the first three columns). 

 If we apply previous steps from 1 to 4 on case of 
6-States (case of 2-rulesets of S2) and on 7-States 
(case of 3-rulesets of S2), we deduced SME values 
and the number of packets needed to reach steady 
state vs. p in table 2 (the last four columns). 

 

Table 2. SME and NOP vs. p at 5,6, and 7states 
P SME 

5 
states 

NOP 
5 

states 

SME 
6 

states 

NOP 
6 

states 

SME 
7 

states 

NOP 
7 

states 
0 0.5 42 0.5 42 0.5 43 

0.1 0.5 39 0.5 40 0.5 40 
0.2 0.5 40 0.5 40 0.5 40 
0.3 0.5 40 0.5 40 0.5 40 
0.4 0.5 40 0.5 41 0.5 41 
0.5 0.5 40 0.5 43 0.5 43 
0.6 0.5 41 0.511 45 0.537 48 
0.7 0.5 41 0.524 46 0.578 55 
0.8 0.5 41 0.536 48 0.621 63 
0.9 0.5 41 0.550 51 0.664 73 
1 0.5 44 0.626 66 0.707 89 
 
The relation between SME and p for states 5, 6, and 7 is 
shown in figure 5. 
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Figure 5 the relation between SME vs. p in different three 
cases. 
 
6. Conclusion: 
The objective of this experiment is to set a mathematical 
model to study the behavior of firewalls in transient state 
(before reaching steady state). A firewall system based on 
Markov process theory was developed. The Second 
Maximum Eigen values and the probability of success 
packets determine the number of packets needed to reach to 
steady state. 

The performance analysis of firewalls in transient state has 
not been studied; This paper demonstrates our experiment to 
revise the performance analysis of firewall system at e-
commerce security. Transient state is measured using 
different approaches based on Markov process theory. 

In case of 5- states; minimum ruleset at S2; the SME are 
constant (= 0.5) independent on p, i.e. with the minimum 
rule set the Firewall will be reach quickly to steady state 
independent on p. The number of packets needed to insert 
system to reach quickly to steady state approximately equals 
to 40 packets. In case of 6, 7 states; more ruleset at S2, the 
SME and the number of packets needed to reach steady 
state are the same at period of p = 0:0.5. 

 
S0 S1 S2 S3 S4 

S0 1-P P/2 P/2 0 0 
S1 0 0 P 1-P 0 
S2 P/2 0 0 1-P P/2 
S3 1/2 0 0 1/2 0 
S4 1/2 0 0 0 ½ 

p 

1/2 

1/2 

1/2 

1/2 

p/2 

1-p 

1-p 

p
/

p/2 

p/2 

1-p 

S0 

S1 

S3 

S2 

S4 
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So, firewall system will be deployed to guard the firewall 
system at e-commerce security by reach to steady state 
quickly; preventing hacking; at range of p = 0:0.5 and with 
the number of packets equal 40 packets regardless of 
number of rulesets (number of states). 
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