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Answer all the following questions
PART A- (2 x10 = 20 marks)
1. What is the difference between Cryptology and Cryptanalysis?
2. Define the Cryptography science.
3. What are the issues that addressed by cryptography?
4. What is the difference between block and stream ciphers?
5. What is the difference between Monoalphabetic and Polyalphabetic substitution ciphers?
6. Is the Shift Cipher is a special case of the Substitution Cipher? And why?
7. Why is One Time Pad unbreakable?
8. What is the block mode which can be used for authentication?
9. Why is the key space of the DES algorithm only 256, when the key input to the algorithm consists of 8 bytes (64 bits)?
10. In RSA, why e and d are relative prime to |ⱷ(n)|.

PART B - (4 x 10 = 40 marks)
11.  a. Use the Vigenère and Hill algorithms to encrypt the text “The winter is here”, where the key is “EXAM”.                                                                                                  (5 marks)
b. Use One Time Pad to encrypt the message ‘Science’.                                    (2 marks)
c. Calculate 2x63 and 3x2F in GF (28).                                                               (3 marks)
                                                                                             
12. a. Let P={a,b}, C={1,2,3,4}, and K={k1,k2,k3}, such that:  
[image: ]
          and p(k1)=1/2, p(k2)=p(k3)=1/4, p(a)=1/4, p(b)=3/5. IS this system is a perfect secrecy or 
           not?                                                                                                                          (5 marks)
.      
b. Describe the CRT and OFB modes with drawing (if possible), and list the advantages          
     for each one.                                                                                                  (5 marks)

13.  a. Explain the DES algorithm.                                                                           (2 marks)
b. Given S-box 8 of the S-boxes in the DES algorithm, find the following three blocks:     
c. In the DES algorithm, let the key which is the output of PC-1 is  1111 0000 1100  
      1100 1010 1010 1111 0101 0101 0101 0110 0111 1000 1111. Find C1D1, C2D2, and   
       C3D3                                                                                                                (3 marks)
d. In RSA, if p=11, q=5, e=3, and the message is 9, find the ciphertext.              (5 marks)

14.   a. In El Gamal encryption, let p= 41, a=2 , is (a) a generator number or not ?   (2 marks)  
  b. In RSA, if ⱷ(n) is known, get p and q.                                                             (5 marks)
  c. In El Gamal encryption, let p = 17, (a) generator number = 6, the private key is x = 5, 
       the message is m=13, and k= 10, find the ciphertext.                                     (3 marks)                                   
With my best wishes 
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