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	The Examination Consists of  Seven Questions in One Page



Answer all the following questions
PART A- (2 x7 = 14 marks)
1. Define perfect secrecy.
2. What is the difference between conditional probability and joint probability?
3. What is the difference between diffusion and confusion?
4. What is the between feistel and DES?
5. Define a cryptosystem system.
6. What is the importance of S-boxes in DES?
7. What is the difference between AES and DES techniques?

PART B - (3 x 5 = 15 marks)
8.  Given S8 of S-box in DES algorithm, find the following two blocks: 011110 and 100001.
[image: ]

9. Let the ciphertext obtained from an Affine Cipher is:         
      FMXVEDKAPHFERBNDKRXRSREFMORUDSDKDVSHVUFEDK      
      APRKDLYEVLRHHRH.               
      If you know that: R (8 occurrences), D (7 occurrences), E, H, K (5 occurrences   
        each), and F, S, V (4 occurrences each).  Find the key.

10. Encrypt “small example” by Columnar transposition using the key ISSR.
                                                                            
11.    Apply round 0 and the first two operations of round 1 of the AES algorithm on the  plaintext in Hex: 54 77 6F 20 4F 6E 65 20 4E 69 6E  65 20 54 77 6F using the following     key in Hex: 54 68 61 74 73 20 6D 79 20 4B 75 6E 67 20 46 75.
With my best wishes 
Dr. Abd El-Aziz Ahmed 
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