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PART- A (Answer all: 10 x 2 =20)
1. What is the difference between Monoalphabetic and Polyalphabetic substitution ciphers?
In Monoalphabetic substitution cipher, each letter is mapped to only one letter in the ciphertext. However, in polyalphabetic, each letter is mapped to a group of  letters in the
2. What is the difference between AES and DES techniques?
The key size in DES is 56 bits, but in AES is 128 bits. DES is fesitel,so the encryption is same to the decryption, but in AES, they are different.
3. What is the difference between Affine and Vigenere ciphers?
Affine is  Monoalphabetic, but Polyalphabetic.
4. Describe the K in Affine cipher under Z26 and mention the number of possible keys of length m in a Vigenere Cipher .
In affine, the key is {(a,b), gcd(a,26)=1}. In Vigenere, the keys are 26m, where m is the key length.
5. Why is Time pad unbreakable?
Because, each new message requires a random new key of the same length. Hence, it  produces a random output that bears no statistical relationship to the plaintext. Therefore, the ciphertext contains no information whatsoever about the plaintext, there is simply no way to break the code.
6. List the modes of DES.
7. Define the perfect secrecy property.
ciphertext should provide no “information” about  its plaintext.
8. What is the difference between Feistel and DES techniques.
The size of the key
9. What are the advantages of AES?
Resistance against all known attacks.
Speed and code compactness on a wide range of platforms.
Design simplicity.
10. What are the disadvantages of DES?
DES was designed hardware implementation and does not produce efficient software code.
Using a 64-bit block size. For security, a larger block size is desirable.
It has theoretical attacks that can break it. DES finally and definitively proved insecure in July 1998, when the Electronic Frontier Foundation (EFF) announced that it had broken a DES encryption using a special-purpose "DES cracker" machine that was built for less than $250,000. The attack took less than three days. The EFF has published a detailed description of the machine, enabling others to build their own cracker.









PART- B (Answer only one: 15 marks)
1. (a).  Encrypt and decrypt the plaintext “ISSR”  using the Hill cipher for
          k= 11  8
                3   7                                                                                                       (10 marks)
           (b). Determine the number of keys in an Affine cipher over Zm  , where m=70 & 
                  80.                                                                                                                   (5 marks)
2. (a). Let m = 6 and the keyword is CIPHER, encrypt and decrypt the plaintext    
      ”ISSR” usingVigenere cipher.                                                                       (10 marks)
          (b). Determine the element of keys in an Affine cipher over Z15.                                        (5 marks)



