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	The Examination consists of fifteen Questions in two Pages



Answer all the following questions
PART A- (10 x 2 =20 marks)
1. What is the difference between Monoalphabetic and Polyalphabetic substitution ciphers?
2. What is the difference between AES and DES techniques?
3. How many times is the PC-1 used in the DES?
4. What is the number of possible keys in the Substitution Cipher under Z26?
5. Why is Time Pad unbreakable?
6. List the modes of DES.
7. Define the perfect secrecy property.
8. What is the difference between Feistel and DES techniques?
9. What are the advantages of AES and disadvantages of DES?
10. Why did the DES use the S-boxes and AES use a permutation?

PART B - (5x10 =50 marks)
11. (a)  Decrypt the following, which has been encrypted with a Caesar cipher.
       YFND LTYN FFUN FLCU RNFF UTYL TBTY LTBZ WRNF FUTY LTBT FLCU 
        TYLT BNFF U.                                                                                           (5 marks)
(b) Encrypt “Eve has found the key” with the substitution:
      A B C D E F G H I J K L M N O P Q R S T U V W X Y Z
      T H E Q U I C K B R O W N F X J M P S V L A Z Y D G                         (5 marks)

Or
(c) Let the ciphertext obtained from an Affine Cipher is:         
      FMXVEDKAPHFERBNDKRXRSREFMORUDSDKDVSHVUFEDK      
      APRKDLYEVLRHHRH.               
      If you know that: R (8 occurrences), D (7 occurrences), E, H, K (5 occurrences   
        each), and F, S, V (4 occurrences each).  Find the key.                               (10 marks)

12.  (a) Encrypt “small example” by Columnar transposition using the key ISSR.     (2 marks)
 (b) Describe the ECB and CFB modes with drawing (if possible), and list the advantages    
       and disadvantages for each one.                                                                    (4 marks)
 (c) Let P={a,b}, C={1,2,3,4}, and K={k1,k2,k3}, such that:  
[image: ]
          and p(k1)=1/2, p(k2)=p(k3)=1/4, p(a)=1/4, p(b)=3/5. IS this system is a perfect secrecy or 
           not?                                                                                                                          (4 marks)

13.  (a) Prove that DES decryption can be done by applying the DES encryption algorithm to     
      the ciphertext with the key schedule reversed.                                                (2 marks)
  (b) Given S-box 8 of the S-boxes in the DES algorithm, find the following three blocks:     
         110111, 001100, and 000000:                                                                      (3 marks)
[image: ]
(c) In the DES algorithm, let the key which is the output of PC-1 is  1111 0000 1100  
      1100 1010 1010 1111 0101 0101 0101 0110 0111 1000 1111. Find C1D1, and 
      C2D2.                                                                                                               (5 marks)
14.  (a) Determine the number of keys in an Affine cipher over Zm , where m=70 & 80.
                                                                                                                              (3 marks)                       (b) Find the GCD for (1130, 1004)  and  (2000, 1008).                              (2 marks) 
              (c) Explain the Feistel Block Cipher.                                                                 (5 marks)                             
15. Apply round 0 and the first two operations of round 1 of the AES algorithm on the  
plaintext in Hex: 54 77 6F 20 4F 6E 65 20 4E 69 6E  65 20 54 77 6F using the following     key in Hex: 54 68 61 74 73 20 6D 79 20 4B 75 6E 67 20 46 75.                       (10 marks)

With my best wishes 
Dr. Abd El-Aziz Ahmed 
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